JA YAYASAN

BANK RAKYAT
s b

-\

Yayasan Bank Rakyat

MULTI-FACTOR AUTHENTICATION (MFA)

PORTAL PERMOHONAN
PORTAL PELAJAR
LAMAN WEB SERAMBI ILMU RAKYAT
APLIKASI YBR GO

MANUAL PENGGUNA
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Muat Turun Aplikasi

1.

2.

Muat turun Google Authenticator melalui Play Store (Android) atau App Store (iOS).

Google Authenticator E

Klik Get started dan Sign in dengan menggunakan akaun e-mel yang didaftarkan pada
Yayasan Bank Rakyat anda.

Stronger security with Welcome to Google
Google Authenticator Authenticator

Get verification codes for all your accounts using Sign in to back up your codes to your
2-Step Verification Google Account

Google

GCt S‘ETQEd m

Use Authenticator without an account
°
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Pengaktifan Google Authenticator

1. Skrin komputer meja/ komputer riba memaparkan imej seperti di bawah. Klik Google seperti

imej di bawah.

® Google / Authy / Microsoft Authenticator
(Any TOTP Based Authenticator App)

() OTP Over Email

£

Configure a Two-Factor method to protect your account

& YAYASAN

3\:-‘-1 ‘|a-

2. Imbas Kod QR yang tertera di skrin komputer meja/ komputer riba anda.

2, Scan the QR code from the Authenticator App.

1. Choose an Authenticator App: Google Authenticator

« & 0 B O @

3. 6 digit Google Authenticator anda akan tertera.

YBR - Staff Portal: rasyedi@5r.com.my

880 034

[ §
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4. Taip 6 digit Google Authenticator seperti contoh di atas di ruangan dan klik Verify.

5.

1. Choose an Authenticator App:

% e @ a 0 @ Android Play Store (2 i0S App Store (2

2. Scan the QR code from the Authenticator App.

3. Enter the code from

Enter OTP

Can't scan the QR code? ¥
Google Authenticator

Get the Authenticator App -

B3 L4 YAYASAN
ey Db (sans b

Two Factor Setup Complete

JuNSabXJPc

Please keep these codes in a safe place. Each code can only be used once. If SMTP is configured, they have also been emailed to

Successfully Enabled

Here are your backup codes

FtHGEtIKly 4tadcsQWYW VICECqVUyX LpwjSmH8fR

you.

& YAYASAN
ety B fpanaly

Proses pengaktifan Multi-Factor Authentication (MFA) anda telah berjaya, klik Finish Setup.

5 dari 13




Log Masuk

1. Masukkan Nama Pengguna dan Kata Laluan anda pada salah satu URL di bawah:

a.
Log Masuk
Selamat Datang ke Nama Pangguna
Portal Permohonan
HYAvAsan N i
https://application.yayasanbankrakyat.com.my/
b.
Username
Password
Forgot your username?
Forgot your password?
Don't have an account?
https://sir.yayasanbankrakyat.com.my/
c. ———
Log Masuk
Selamat Datang ke )
Portal Pelajar Nama Pengguna
g YA‘;ﬁ@# Keta Lalan
Aty ¥ -
Portal ini hanyalah untuk pelajar tajaan
Yayasan Bank Rakyat SAHAJA. Anda
e e e
Lupa kata laluan?
https://student.yayasanbankrakyat.com.my/
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Buka applikasi Google Authenticator, skrin memaparkan imej seperti di bawah. Untuk

makluman, imej di dalam kotak merah merupakan masa yang dibenarkan untuk anda
menggunakan Kod Google Authenticator yang dijana untuk tempoh 15 saat. Selepas itu,
Google Authenticator akan menjana kod baru untuk kegunaan anda.

org-abc-123.okta.com (admin@admin.com)

202 460

e

3. Taip 6 digit yang dijana oleh Google Authenticator dan klik Validate.

Validate OTP

Please enter the one time passcode shown in the Authenticator app.

Attempts left 3

Use Backup Codes (4

Locked out? Click to recaver your account using email verification (£
+Go Back
’ 48 YAYASAN

BANKRAKYAT
ey o gsas s

4. Notifikasi melalui email sekiranya anda menggunakan MFA bagi tujuan keselamatan.

“ YAYASAN
BANKRAKYAT
ity Bk s b
Hi,
We detected a login to your account from a new IP address
Details
System: Portal Staf IP Address: 175.138.127.10
If this was you, you can safely ignore this email

A If you do not recognize this activity, please contact us immediately.

Thank you, Yayasan Bank Rakyat
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Pengaktifan OTP Over Email

1. Skrin komputer meja/ komputer riba memaparkan imej seperti di bawah. Klik OTP Over Email
seperti imej di bawah.

Select 2 Factor method for authentication

) Google Authenticator

© OTP Over Email

4N YAYASAN

BANKRAKYAT
Sty Db il

2. Anda akan menerima e-mel OTP untuk mengaktifkan MFA.

YAYASAN
9

BANKRAKYAT
ity B rrnsle

Hi,

You initiated two-factor authentication for the_

Your one-time passcode is
907936

Please do not share this code with anyone. If you did not request this code, please
ignore this email or contact support immediately.

Thank you, Yayasan Bank Rakyat
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3. Taip OTP yang diterima dan boleh digunakan dalam masa 30 saat sahaja

tempoh, klik Resend OTP untuk mendapatkan OTP baru.

Log Masuk

. Sekiranya tamat

Validate OTP

Please enter below the code in order to verify yourself.

Attempts left 3

send backup codes on email 2

Locked out? Click to recover your account using email verification (2

A new one-time passcode has been sent to mxeoceoeceoeosx @gmail.com.

BANKRAKYAT

YAYASAN
9D

1. Masukkan Nama Pengguna dan Kata Laluan anda pada salah satu URL di bawah:

Log Masuk
Selamat Datang ke Nama Pengguna
Portal Permohonan
YAYASAN Kata laluan
g BANKRAKYAT
Sty Badas san by

Bagi sebarang pertanyaan,

sila e-mel kepada ppbu@yayasanbankrakyat.com.my

https://application.yayasanbankrakyat.com.my/
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Username

Password

LOGIN

Forgot your username?

Forgot your password?

Don't have an account?

https://sir.yayasanbankrakyat.com.my/

Selamat Datang ke
Portal Pelajar

YAYASAN
9

BANKRAKYAT
el

Portal ini hanyalah untuk pelajar tajaan
Yayasan Bank Rakyat SAHAJA. Anda
perlu log masuk untuk akses portal ini

Log Masuk
Nama Pengguna
Kata Laluan
®
Lupa kata laluan?

https://student.yayasanbankrakyat.com.my/

2. Taip OTP yang diterima melalui e-mel

Validate OTP

A new one-time passcode has been sent to mxxcootooeeecooa2 @grnail.com.
Please enter below the code in order to verify yourself.

Attempts left 3

Send backup codes on email (4
Locked out? Click to recover your account using email verification (4
+Go Back
44 YAYASAN

BANKRAKYAT
oy Db il
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3. Notifikasi melalui email sekiranya anda menggunakan MFA bagi tujuan keselamatan.

BANKRAKYAT
Aty ot (gt b

YAYASAN
Q

Hi,

We detected a login to your account from a new IP address.

Details:

System: Portal Staf IP Address: 175.138.127.10

If this was you, you can safely ignore this email.

L If you do not recognize this activity, please contact us immediately

Contact Support

Thank you, Yayasan Bank Rakyat
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Aplikasi YBR Go

1. Muat turun applikasi YBR GO melalui Play Store (Android) dan klik Install.

€& ybrgo aQ 9

‘* YBR GO
"\l YAYASAN BANK RAKYAT Install

2. Masuk Username dan Password seperti di Portal Pelajar Yayasan Bank, klik Login.

3. Paparan applikasi dan masukan OTP yang diterima melalui e-mel.

Two-Factor Authentication

Enter the 6-digit code sent to your registered email
address.

i

9 OTP Code You're receiving this email because you are attempting fo log in to your account
Please use the following GTP below to complete your login

899048

VERIFY

This code will be valid for 15 minutes. If you did not attempt to log in, please secure
RESEND OTP IN 54 your account
Thank you

BACK TO LOGIN
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4. Paparan setelah berjaya login melalui MFA.

wags g

#0  You have no new messages

Total Balance Payment Due

RM 0.00 RM 0.00

Total Loan

RM 0.00

Welcome back, Razlie Rosman
Batch 2014 - DIPLOMA

%] o0 e
Py % s
inbox Profile PPBU Info Statement
- o:a -11-]
o qas ]
o o

munity Heroes Contact QR Attendance QR

5. Jika memasukan OTP yang salah, pop up seperti imej di bawah akan tertera. Hanya 3 kali

cubaan pada 1 masa.

Verification Failed

Invalid OTP. You have 2 attempt(s) left.

6. Applikasi tidak akan membenarkan anda login selama 1 minit selepas 3 kali cubaan berturut

gagal seperti imej. Untul login kembali selepas 1 minit, sila ulangi langkah #2.

Verification Failed

Too many failed attempts. Account
locked for 1 minute(s). Please login
again with a new code after the lockout.
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